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Ooh yeah, I just 
vibe-coded a 

new query 
engine!

Now sales reps 
can ask questions 
through natural 
language!
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How does John 
have more sales 
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All clouds, on-prem, all 
databases, apps and files with 
zero ETL

OneLake unifies 

the world’s data
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A single unified SaaS data lake   
“No Silos”

OneLake

Workspace

POS sales

Workspace 

online sales

Workspace

customer

Workspace

ads

Workspace

expenses

Unified Security and Governance

Provisioned automatically with 

the tenant.

Any data in OneLake works with 

out-of-the-box governance such as 

data lineage, data protection, 

certification, catalog integration, etc. 

All data is ultimately under the control 

of a tenant admin.

OneLake enables distributed 

ownership. Different workspaces allow 

different parts of the organization to 

work independently while still 

contributing to the same data lake. 

Each workspace can have its own 

administrator, access control, region 

and capacity for billing.

Data 

Factory

Data 

Engineering

Data 

Science

Data 

Warehouse

Real Time 

Intelligence
Power BIDatabases



One Copy for all computes
Real separation of compute and storage

All the compute engines store their 

data automatically in OneLake as 

data items.

The data is stored in a single 

common format.

Delta – Parquet, an open standards 

format, and it is the storage format 

for all tabular data in Fabric.

All the compute engines have been 

fully optimized to work with Delta 

Parquet as their native format.

Serverless

Compute

Delta – Parquet 
Format

Delta – Parquet 
Format

Delta – Parquet 
Format

Delta – Parquet 
Format

T-SQLSpark KQL
Analysis

Services

Customers
360

Finance
Service 

Telemetry

Business 
KPIsOneLake

Data 

Factory

Synapse Data 

Engineering

Synapse Data

Science

Synapse Data

Warehouse

Real-Time

Intelligence

Power

BI

Partner

Workloads



OneLake security

Data 

Factory

Data 

Engineering

Data

Science

Data

Warehouse

Real-Time 

Intelligence

Power BIDatabases

OneLake APIs

Customers
360

Delta – Parquet Format

Finance

Delta – Parquet Format

Service 
Telemetry

Delta – Parquet Format

Business 
KPIs

Delta – Parquet Format

OneLake

Define security roles in 

OneLake using powerful 

features like table, row, or 

column level security.

Data is secured consistently 

across experiences inside and 

outside of Fabric.

OneLake security roles can be 

managed in a single place, 

providing end to end coverage 

for data access for your entire 

data estate.

Defined once, enforced everywhere



OneLake security

03
Users access data through different Fabric 

engines

02
The permissions are checked when specific 

users are accessing data from the data item

01
Data owner sets up roles with defined 

permissions and assigns user groups to 

each role

Data engineer 

queries the data

Analyst builds a Power BI 

report on lakehouse

Biz user accesses through 

PBI report

Fabric

compute
T-SQLSpark KQL Analysis Services

OneLake security role 1
Full read and write access

OneLake security role 2
Row-level and column-level 

security applied

OneLake data item



OneLake security – the whole journey

Now

• Storing OneLake security roles

• SET/GET role APIs

• In-memory service for enforcing roles

• APIs for workloads to call and integrate with

• Custom RLS bitmap engine

• Discovery engine for passthrough shortcut 
security

• Original UX for managing roles

• OneLake secure tab

• UX RLS auto complete

• UX refresh

• Audit events for role CRUD

• Shortcut optimizations

• Hardware deployment + billing for RLS

• SQL EP security sync

• SQL EP mode switch

• Semantic model integration

• Semantic model RLS bitmap optimizations

• Spark secure context

• Designed secure Spark system to fetch data 
and enforce RLS/CLS

• Secure context integration

• Performance optimizations

• Live pools for secure context

• Lakehouse support for CLS

• Granular APIs for OneLake security

• ReadWrite permission

• Removing platform “Read” to access data

• Integration with MIP protection policies

• Cross region shortcut support

• SQL security sync optimizations

• RLS engine updates for multi-table

2024



Generally available

Announcing - OneLake security GA

OneLake security is generally 
available in April.

Define security roles in OneLake 

using powerful features like table, 
row, or column level security

Use your favorite query engines 
with Spark, SQL EP, and Power BI 
support now GA

OneLake APIs

OneLake

Delta – Parquet Format

Delta – Parquet Format

Customers 
360

Finance

Delta – Parquet Format

Delta – Parquet Format

Service 
Telemetry

Business 
KPIs

Data
Factory

Data
Engineering

Data
Science

Data
Warehouse

Databases Real-Time 
Intelligence

Power BI



OneLake security 
concepts



Fabric Security Model
Workspace Roles & Membership

W O R K S P A C E

Admin
Full control

Member
Manage & build

Contributor
Create & edit

Viewer
Read only

Fabric UX Portal
Workspace Settings → Manage Access

REST API
POST /workspaces/{id}/roleAssignments



Fabric Security Model
Workspace Role Privileges

Admin Member Contributor Viewer

Privilege Admin Member Contrib Viewer

Add admins ✓ ✗ ✗ ✗

Add members ✓ ✓ ✗ ✗

Edit OneLake security ✓ ✓ ✗ ✗

Write data & create items ✓ ✓ ✓ ✗

Read data in OneLake ✓ ✓ ✓ via roles*

Update/delete workspace ✓ ✗ ✗ ✗

* Viewers can access data through OneLake security roles

Fabric UX Portal
Workspace Settings → Manage Access

REST API
POST /workspaces/{id}/roleAssignments



Fabric Security Model
Roles Grant Permissions on Items

W O R K S P A C E  R O L E S

Admin

Member

Contributor

Viewer

P E R M I S S I O N  B U N D L E S

Read

View item metadata
A M C V

ReadData

See data in SQL
A M C V

ReadAll

See data in OneLake
A M C V

Write

Create & edit items
A M C V

Reshare

Share with others
A M C V

D A T A  I T E M S

Lakehouse

Warehouse

Eventhouse

Semantic Model

Key Concepts

Permissions defined by item type manifest (workload team)

Entangled with roles — cannot be removed independently

Change role membership → change permissions

Cannot explicitly remove role-entangled permissions

Explicit Permissions

Add additional permissions to specific items for specific 
principals.
Can be workspace members or external.
These CAN be removed.



Fabric Security Model
Control Plane Permissions & Introducing OneLake Security

Control Plane

Workspace roles & item permissions from previous slides

Regulates:

• Which endpoints users can access

• What operations users can perform on items

• Administrative actions (create, delete, share)

Data Plane (OneLake)

NEW: OneLake Security

Permissions stored at the lake level

Regulates:

• Access to tables, columns, rows, folders

• Security is in the data, not the engine

Lakehouse Warehouse Eventhouse Semantic Model

OneLake

Delta / Parquet Iceberg / Parquet Security enforced here



Fabric Security Model
OneLake Security — Security in the Data, Not the Engine

One Security Model — All Engines

No duplication of rules across engines. No impedance 
mismatch. Single source of truth.

Spark Eventhouse Power BI Warehouse External
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Fabric Security Model
OneLake Security — Security in the Data, Not the Engine

One Security Model — All Engines

No duplication of rules across engines. No impedance 
mismatch. Single source of truth.

Spark Eventhouse Power BI Warehouse External

OneLake — Enforces Security for ALL Access

OneLake security is the ONLY security for data access

Control plane security is NOT required for data access

Configurable via UX or REST API, per item



Fabric Security Model
OneLake Security Role Anatomy

Each item has its own OneLake security roles (different from workspace roles)

OneLake Security Role

WHO

Security principals (users, service principals, groups)
Virtualized members — e.g., "anyone with Read permission"

WHAT
Permission type applied (e.g., Read)

TARGET Sub-objects the rules apply to — each level can be independently secured:

Schema

Table

Col A Col B Col C
Row 1
Row 2

Folders

Multiple Roles?

Role A Role B

= UNION of all permissions

If a principal is in multiple roles, they get the combined 
access of all roles.

Configuration

UX REST API Per item



Fabric Security Model
DefaultReader Role — Minimizing Security Maintenance

When an item is created, a default role is automatically provisioned to streamline access:

DefaultReader Role
Auto-created on item creation

WHO: Virtualized — principals with ReadAll control plane permission

WHAT: Read permission

TARGET: The entire artifact (all tables, folders, data)

Net Effect

Users with Read permission can read all data 
automatically

Adding/removing Read permission keeps this 
role in sync (virtualized membership)

Role is NOT entangled — admins can edit or 
delete it

If unchanged, acts as seamless bridge between 
control plane & data plane access

Goal: Minimize maintenance. By defaulting to a virtualized membership based on Read permission, the system stays in sync 
without manual intervention. Customize when needed — the role is fully editable.



Fabric Security Model
Complete Security Architecture

C O N T R O L  P L A N E

Admin Member Contrib Viewer Item Permissions

Role-entangled (locked) + Explicit (removable)

Endpoints, operations, admin actions
UX + API

Lakehouse Warehouse Eventhouse Semantic Model

D A T A  P L A N E  —  O n e L a k e  S e c u r i t y

OneLake Roles

WHO

WHAT (Read)

TARGET (tables, cols, rows)

DefaultReader

Auto-created

Virtualized membership

Editable / deletable

All Engines Comply

Fabric engines

External engines

Enforced by the lake

Delta/Parquet  |  Iceberg/Parquet UX + API  |  Per item  |  Union of roles



Fabric Security Model
Engine Integration — Passthrough Mode

Passthrough

Control plane access — as the user

Data plane access — as the user

User identity flows straight through the 
engine to OneLake

User A User B

Engine (e.g., SQL Endpoint)
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Identity passes through transparently



Fabric Security Model
Engine Integration — Passthrough Mode

Passthrough

Control plane access — as the user

Data plane access — as the user

User identity flows straight through the 
engine to OneLake

User A User B

Engine (e.g., SQL Endpoint)

Identity passes through transparently

OneLake OneLake Security

User A evaluated

per OneLake roles

User B evaluated

per OneLake roles

Delta/Parquet  |  Iceberg/Parquet

Key Properties

Each user's identity reaches the lake directly

OneLake security evaluates each user individually

No engine-level security needed

Consistent access across all engines



Fabric Security Model
Engine Integration — Delegated Mode

Delegated

Control plane access — as the user

Data plane access — as the engine's fixed 
identity

Engine identity must have permissions on the 
data

Engine adds its own security layer (e.g., 
GRANT/DENY) for per-user discrimination

User A User B

Engine (e.g., Warehouse / SQL Endpoint) Engine Identity



Fabric Security Model
Engine Integration — Delegated Mode

Delegated

Control plane access — as the user

Data plane access — as the engine's fixed 
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Engine (e.g., Warehouse / SQL Endpoint) Engine Identity

Engine-Level Security (GRANT/DENY, RLS, CLS, ...)

Discriminates between users at the engine level

User A: filtered view User B: filtered view



Fabric Security Model
Engine Integration — Delegated Mode

Delegated

Control plane access — as the user

Data plane access — as the engine's fixed 
identity

Engine identity must have permissions on the 
data

Engine adds its own security layer (e.g., 
GRANT/DENY) for per-user discrimination

User A User B

Engine (e.g., Warehouse / SQL Endpoint) Engine Identity

Engine-Level Security (GRANT/DENY, RLS, CLS, ...)

Discriminates between users at the engine level

User A: filtered view User B: filtered view

Engine Identity

OneLake OneLake Security

Engine identity evaluated — needs data permissions granted to it

Delta/Parquet  |  Iceberg/Parquet

Why Delegated?

Advanced security scenarios

not yet covered by OneLake security

Backward compatibility

with existing engine-level policies



Fabric Security Model
Shortcut Security — Passthrough

Passthrough

OneLake shortcuts (internal)

User identity passes through the shortcut to 
the target

OneLake Security evaluates the user at the 
target

Same identity, same security — transparent

OneLake

Lakehouse A

Revenue (shortcut)

User A

Lakehouse B

Revenue

OneLake Security applied here

User A

Delta/Parquet  |  Iceberg/Parquet

Key Properties

Each user's identity reaches the target

OneLake Security evaluates the user at the target

Applies to: OneLake shortcuts

Transparent — same as direct access



Fabric Security Model
Shortcut Security — Delegated

Delegated

Applies to:

External shortcuts (AWS S3, GCS, ADLS Gen2)

OneLake internal shortcuts as well

A fixed (delegated) identity accesses the 
target data

OneLake roles on the shortcut side 
discriminate between users

Typical use: dissemination (like import mode 
in Power BI)

User A User B

OneLake

Lakehouse (consumer)

Revenue (shortcut)

OneLake Roles
discriminate users

Role A Role B

External Target

(ADLS Gen2, S3...)

Revenue
Delegated

Identity

Delta/Parquet  |  Iceberg/Parquet

Why Delegated?

External sources can't evaluate Entra identities

Dissemination pattern — like Power BI import mode

OneLake roles on consumer side control per-user 
access



Fabric Security Model
Shortcut Security — Combining Shortcuts

Combined Pattern

Passthrough shortcuts from spokes to hub

Delegated shortcut from hub to ADLS Gen2

Security applied at each hop

ADLS Gen2
External storage

Revenue

OneLake

User A

User B

Spoke Lakehouse A

Revenue (shortcut)

Spoke Lakehouse B

Revenue (shortcut)

Hub Lakehouse

Revenue (shortcut)

Delegated

Identity

Passthrough

Passthrough

Delegated

Delta/Parquet  |  Iceberg/Parquet



OneLake security 
features



Available now

OneLake security – UX improvements

New role creation experience for 
managing RLS and CLS. 

Better debugging for RLS 

predicates with inline validation.

Set OneLake security roles 
directly in the OneLake catalog 
explore tab.



New UX walkthrough
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Folder level security

Grant access to folders in OneLake

Access inherits to all subfolders and files

Listing access on parent folders is 
maintained
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Table level security

Grant access to tables in OneLake.

Access inherits from schemas to all 
sub-tables

Listing access on parent schemas is 
maintained
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Row level security

Restrict access to specific rows for a 
delta-parquet table

Set row conditions by writing SQL

Currently only single-table RLS is 
supported
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Column level security

Restrict access to specific columns in 
a delta-parquet table

Hides both the column name and data
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ReadWrite permissions

Elevate access to Viewers by 
allowing write operations on specific 
tables or folders.

Use notebooks, APIs, and now the 
Lakehouse UX to write data.



Secure tab demo



Coming soon

Announcing: Eventhouse support for OneLake security

OneLake security support for 
Eventhouse external tables.

Query sensitive event data at scale 

with table and row level security.

Available soon in preview.





Deep dive



Under the Hood
OneLake Catalog & CRUD

OneLake

OneLake Catalog

Security Roles

Role 1

WHO: User A, Group X

WHAT: Read

TARGET: Sales (all cols)

Revenue Lakehouse

Sales Customers

Admin

Role 1

WHO: User A, Group X

WHAT: Read

TARGET: Sales (all cols)

CRUD

CRUD Operations

Roles stored in OneLake Catalog

Managed via UX or REST API

Each role: WHO + WHAT + TARGET



Under the Hood
OneLake Catalog & CRUD

OneLake

OneLake Catalog

Security Roles

Role 1

WHO: User A, Group X

WHAT: Read

TARGET: Sales (all cols)

Role 2

WHO: User B

WHAT: Read

TARGET: Customers (col1,col2)

Revenue Lakehouse

Sales Customers

Admin

Role 2

WHO: User B

WHAT: Read

TARGET: Customers (col1,col2)

CRUD

CRUD Operations

Roles stored in OneLake Catalog

Managed via UX or REST API

Each role: WHO + WHAT + TARGET



Under the Hood
Runtime: Mental Model

User A

Engine

OneLake

Enforcement Engine
Applies rules per user transparently

Revenue Lakehouse

OneLake Catalog

Security Roles

Mental Model

User queries the engine

Engine reads data from OneLake

Enforcement Engine sits between data and 
engine

Reads security rules from catalog

Filters data per user transparently



Under the Hood
The Caching Problem

User A

User B

User C

Engine

Caches

OneLake

Enforcement Engine
Applies rules per user transparently

Revenue Lakehouse

OneLake Catalog

Security Roles

The Problem

Multiple users hit the engine

Engines have CACHES

If enforcement is in OneLake...

Engine caches raw data

Can't cache filtered views per user!

Engine has NO visibility into the rules

→ Caching becomes impossible

→ Performance disaster



Under the Hood
Runtime: The Real Model

User A

User B

User C

Engine

Security Engine

Applies OneLake Security rules inside the engine

Caches

OneLake

Revenue Lakehouse

OneLake Catalog

Security Roles

Reads role
definitions

The Real Model

Security Engine moves INSIDE the engine

Reads role definitions from OneLake 
Catalog via CRUD interface

Applies rules at query time

Engine caches work normally!

Security-aware caching

Engine knows the rules → can cache 
filtered views per user

Performance preserved

Security enforced



Under the Hood
Engine Integration Challenges — Metadata Merging

The Challenge

Each role defines table visibility

A user can be in MULTIPLE roles

Engine must MERGE metadata

→ Compute union of table access

Per user, at query time

Role 1

Table 1 ✓

Table 2 ◐

Table 3 ✓

Table 4 —

Table 5 —

Table 6 —

Table 7 ✗

Table 8 ✓

Table 9 —

Role 2

Table 1 —

Table 2 ◐

Table 3 —

Table 4 —

Table 5 ✓

Table 6 —

Table 7 ✓

Table 8 —

Table 9 ✗

Legend

— Not specified

✓ Allowed

◐ / ◕ Partly allowed

✗ Strongly denied



Under the Hood
Engine Integration Challenges — Metadata Merging

The Challenge

Each role defines table visibility

A user can be in MULTIPLE roles

Engine must MERGE metadata

→ Compute union of table access

Per user, at query time

Role 1

Table 1 ✓

Table 2 ◐

Table 3 ✓

Table 4 —

Table 5 —

Table 6 —

Table 7 ✗

Table 8 ✓

Table 9 —

Role 2

Table 1 —

Table 2 ◐

Table 3 —

Table 4 —

Table 5 ✓

Table 6 —

Table 7 ✓

Table 8 —

Table 9 ✗

Merged

Table 1 ✓

Table 2 ◕

Table 3 ✓

Table 4 —

Table 5 ✓

Table 6 —

Table 7 ✗

Table 8 ✓

Table 9 ✗

User in both roles

Legend

— Not specified

✓ Allowed

◐ / ◕ Partly allowed

✗ Strongly denied



Under the Hood
Engine Integration Challenges — Shortcuts Complicate Merging

✓ Metadata merging

▸ Metadata merging with shortcuts

Role1: who=developers, target=dbo/* Role2: who=architects, target=Table2, Table7

OneLake

Lakehouse 1

Table1

Table2 (shortcut)

Table3

...

Lakehouse 2

...

Table2

_delta_log

file1.parquet

Table5

...
Role1_equivalent: who=developers, target=Table1, Table3, ...

Role2_inferred: who=architects, target=Table2 (shortcut)

Engine must resolve shortcuts → infer cross-LH roles!



Under the Hood
Engine Integration Challenges — Deny & Exclusion

✓ Metadata merging

✓ Metadata merging with shortcuts

▸ Strong deny & exclusion lists

Role_dlp

WHO: not FTE

WHAT: deny read

TARGET: dbo/Salaries

HrRole

WHO: HR_department

WHAT: read

TARGET: dbo/*



Under the Hood
Engine Integration Challenges — Deny & Exclusion

✓ Metadata merging

✓ Metadata merging with shortcuts

▸ Strong deny & exclusion lists

Role_dlp

WHO: not FTE

WHAT: deny read

TARGET: dbo/Salaries

HrRole

WHO: HR_department

WHAT: read

TARGET: dbo/*

Strong Deny

DENY overrides GRANT (not just absence of grant)

Engines typically only implement GRANT

Must add deny-evaluation logic to security subsystem

Exclusion Lists

WHO defined by EXCLUSION: "not FTE"

Engine must resolve group membership + exclusion

Not typical in today's engine security models

Impact on Engine Integration

Every engine must implement:

• Deny-before-grant evaluation order

• Group membership resolution

• Exclusion list processing

• Deny + exclusion + shortcuts = combinatorial explosion

Not every engine has these primitives!



Under the Hood
Engine Integration Challenges — RLS: Simple Case

✓ Metadata merging

✓ Metadata merging with shortcuts

✓ Strong deny & exclusion lists

▸ RLS calculation

Simple RLS — WHERE clause injection

select * from table where <column> <op> <value> ...

select * from Sales where (Amount > 100) and (Discount < 0.1)

Engine must inject WHERE predicates per user based on OneLake role definitions



Under the Hood
Engine Integration Challenges — RLS: JOINs Required

✓ Metadata merging

✓ Metadata merging with shortcuts

✓ Strong deny & exclusion lists

▸ RLS calculation

Complex RLS — JOINs with lookup tables

select * from table
  left outer join lookup_table on ...
  left outer join lookup_table on ...
where <column> <op> <value> ...

select * from Sales
  left outer join Customers on Sales.CustomerId = Customers.Id
  left outer join Geography on Customer.GeographyId = Geography.Id
where (Sales.Amount > 100) and (Geography.State = 'WA')

Engine must resolve cross-table JOINs, lookup tables, and apply multi-predicate filters — per user, per query



Under the Hood
Engine Integration Challenges — RLS Across Shortcuts

✓ Metadata merging

✓ Metadata merging with shortcuts

✓ Strong deny & exclusion lists

✓ RLS calculation

▸ RLS across shortcuts

JOINs span across lakehouses via shortcuts!
Engine must resolve shortcut targets + apply RLS from both LH catalogs

OneLake

Lakehouse 1

Table1

Table2 (shortcut)

Table3

Lakehouse 2

Table2

Table5

select * from Table2 left outer join Table5 on Table2.CustomerId = Table5.Id where (Table2.Amount > 100) and (Table5.State = 'WA')



Under the Hood
Recap — The Real Model

✓ Metadata merging

✓ Metadata merging with shortcuts

✓ Strong deny & exclusion lists

✓ RLS calculation

✓ RLS across shortcuts

Engine

Security Engine

Applies OneLake Security rules inside the engine

Caches

User A

User B

User C

OneLake
Revenue Lakehouse

OneLake Catalog

Security Roles

Reads role
definitions

After all the challenges...

✓ Metadata merging

✓ Shortcuts complicate merging

✓ Strong deny & exclusion

✓ RLS calculation

✓ RLS across shortcuts

How does the Security Engine
actually solve these?

Enter the OneLake Security Engine →



Under the Hood
Introducing the OneLake Security Engine (OLSE)

OneLake Security Engine

A dedicated engine inside OneLake that
solves the hard security problems for all
compute engines.

Normalized Metadata

Merges role definitions, resolves shortcuts,
computes effective table/column visibility per user

RLS Handling

Computes per-file bitmaps from RLS predicates
and caches them for fast retrieval

Monitor Changes

Watches for changes in security definitions,
role membership, and group membership



Under the Hood
Introducing the OneLake Security Engine (OLSE)

OneLake Security Engine

A dedicated engine inside OneLake that
solves the hard security problems for all
compute engines.

Normalized Metadata

Merges role definitions, resolves shortcuts,
computes effective table/column visibility per user

RLS Handling

Computes per-file bitmaps from RLS predicates
and caches them for fast retrieval

Monitor Changes

Watches for changes in security definitions,
role membership, and group membership

Compute Engine (e.g., Spark)

Compute Engine Security Engine (CESE)

Integrates with OLSE to apply security at query time

Caches (full data)

GetBitmapLocators()
GetNormalizedMetadata()

OneLake

OneLake Security Engine (OLSE)

Normalized metadata  •  RLS bitmaps  •  Change monitoring

+ Caches bitmaps per role per file

OneLake Catalog

Security Roles



Under the Hood
How RLS Gets Exposed to Engines — Bitmap

Role 1
select * from Sales
  left outer join Customers on Sales.CustomerId = 
Customers.Id
where (Sales.Amount > 100) and (Customers.State = 'WA')

Sales Customers

OneLake Security Engine (OLSE)

Reads role → evaluates predicate → computes bitmap per parquet file

OneLake Catalog

Security Roles

OLSE reads the RLS predicate from the role definition

Evaluates the predicate against each parquet file

Produces a bitmap per file: 1 = row allowed, 0 = row excluded

Bitmaps are cached by OLSE
for fast retrieval!



Under the Hood
How RLS Gets Exposed to Engines — Bitmap

Role 2
select * from Sales where Discount < 0.1

Sales

Each role gets its own bitmap

Role 2 has a simpler predicate — no JOINs needed

Different rows are selected compared to Role 1

OneLake Security Engine (OLSE)

Bitmap per role, per parquet file → cached!

OneLake Catalog

Security Roles

Key Insight

OLSE handles the complex JOIN evaluation,
predicate resolution, and cross-table lookups.
The compute engine never sees the RLS predicates!



Under the Hood
How RLS Gets Exposed to Engines — Bitmap

User A

User B

User C

Engine

Security Engine

GetBitmapLocators
  ( Sales, { Role1, Role2 } )

Caches
(full data)

SalesR1 R2 OR

OneLake Security Engine (OLSE)

Returns bitmap locators per role per file

OneLake Catalog

Security Roles

Easy Peasy!

1. Compute Engine calls OLSE:

   GetBitmapLocators

2. OLSE returns

   bitmap per role/file

3. Compute Engine applies:

   bitmap OR

   → filters rows

No predicate parsing!
No JOIN evaluation!
Just bitmaps.

Delta/Parquet  |  Iceberg/Parquet



Under the Hood
How RLS Gets Exposed to Engines — Expressions

User A

User B

User C

Engine

Security
Engine

GetRlsExpressions
 ( Sales, {Role1, Role2} )

Core Engine

Integrates RLS
expressions into
query processing

Caches

Sales

OneLake Security Engine (OLSE)

Returns SQL expressions — engine handles query integration

OneLake Catalog

Security Roles

Expressions

For SQL-capable
engines (e.g. EventHouse)

OLSE returns
SQL expressions

Core Engine
integrates into
query plan

OLSE still solves:
• Metadata merge
• Shortcuts
• Deny/exclusion
• Change monitor



Under the Hood
How RLS Gets Exposed to Engines — Enforcement Engine

Engine

Data Engine

Applies bitmap filtering before engine sees data

Caches

Sales

Enforcement
Engine

For untrusted engines that cannot
Enforce security themselves

OLSE implements a Data Engine that

applies bitmaps before data
reaches the engine



Under the Hood
How RLS Gets Exposed to Engines — Enforcement Engine

Engine

Data Engine

Applies bitmap filtering before engine sees data

Caches

Sales

OneLake

Enforcement Engine

Security Engine

Caches

Sales

OneLake Security Engine

Computes bitmaps

Caches per role/file

OneLake Catalog

Security Roles

Enforcement
Engine

For untrusted engines that cannot
Enforce security themselves

OLSE implements a Data Engine that

applies bitmaps before data
reaches the engine



Programmatic and 
agentic access



Public preview

OneLake security - APIs
Role management APIs

Generally available

GET dataAccessRoles/{roleName}

POST dataAccessRoles/

DELETE dataAccessRoles/{roleName}

CRUD APIs

GET workspaces/{workspaceId}/items/{itemId}/dataAccessRoles

PUT workspaces/{workspaceId}/items/{itemId}/dataAccessRoles



Public preview

OneLake security - APIs
Audit APIs

GET dataAccessRoles/userRoles

GET dataAccessRoles/userAccess



Public preview

OneLake security - APIs
Audit APIs

GET dataAccessRoles/userRoles

GET dataAccessRoles/userAccess



OneLake security – agentic access

New!

OneLake security SKILL.md

Available at aka.ms/OneLakeSkills





Interoperable 
security



ATLANTA26 JOIN THE
CONVERSATION

#FABCONSQLCON26

OneLake security whitepaper

Download now at: 

https://aka.ms/OneLake-Security-Whitepaper



Announcing: Any Engine can Integrate with OneLake security!

Preview

OneLake Security APIs

OneLake

OneLake security is built with APIs 
to fetch and enforce security

These same APIs are now available 
for anyone to integrate with

Your favorite data services can 
now seamlessly enforce table, 
column, and row level security

Get started integrating today 
https://aka.ms/OLSGetStartedIntegrating

Any query 
engine

Any data 
catalog

Any 
application

Any AI 
agent



Integration architecture 

User A

User B

User C

Engine

Security Engine

Applies OneLake Security rules inside the engine

Caches

OneLake

Revenue Lakehouse

OneLake Catalog

Security Roles

Reads role
definitions

GET principalAccess

{
  “user”: “UserA”,
   “inputPath”: “Tables”
}



Next steps

Get started integrating today:

https://aka.ms/OLSGetStartedIntegrating

Ask your data and analytics vendors about their 
integration timelines.

For integrators For service users



Onehouse

Announcing: Omni-directional policy sync
In partnership with Onehouse.ai

OneLake



Onehouse

Announcing: Omni-directional policy sync
In partnership with Onehouse.ai



Demo



What’s next?



OneLake security - now

• Object level security

• Column level security

• Row level security

• ReadWrite permissions

Define OneLake security on: OneLake security filtering:

• Lakehouse

• Spark notebooks

• SQL Analytics Endpoint

• Semantic Models

• Eventhouse

• External apps and engines

OneLake security features:

• Lakehouse

• Azure Mirrored Databrick 

Catalog

• All mirrored databases

GA GA GA

Preview



OneLake security - now

• Object level security

• Column level security

• Row level security

• ReadWrite permissions

Define OneLake security on: OneLake security filtering:

• Lakehouse

• Spark notebooks

• SQL Analytics Endpoint

• Semantic Models

• Eventhouse

• External apps and engines

OneLake security features:

• Lakehouse

• Azure Mirrored Databrick 

Catalog

• All mirrored databases

GA GA GA

Preview

+ Strong deny
+ Multi-table RLS
+ Dynamic RLS

+ All Fabric items

+ Graph DB



ATLANTA26 JOIN THE
CONVERSATION

#FABCONSQLCON26

How was 
the session? 

Complete Session Surveys in 
                for your chance to WIN 
PRIZES!



ATLANTA26 JOIN THE
CONVERSATION

#FABCONSQLCON26

Sound off. 
The mic is all yours.
Influence the product roadmap. 

Join the Fabric User Panel 

Share your feedback directly with our 
Fabric product group and researchers. 

https://aka.ms/JoinFabricUserPanel

Join the SQL User Panel

Influence our SQL roadmap and ensure 
it meets your real-life needs

https://aka.ms/JoinSQLUserPanel



ATLANTA26 JOIN THE
CONVERSATION

#FABCONSQLCON26


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 7: Intros
	Slide 8
	Slide 9: OneLake unifies the world’s data
	Slide 10: A single unified SaaS data lake   
	Slide 11: One Copy for all computes
	Slide 12: OneLake security
	Slide 13: OneLake security
	Slide 14: OneLake security – the whole journey
	Slide 15: Announcing - OneLake security GA
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37: OneLake security – UX improvements
	Slide 38: New UX walkthrough
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 55: Secure tab demo
	Slide 56: Announcing: Eventhouse support for OneLake security
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 69
	Slide 70
	Slide 71
	Slide 72
	Slide 73
	Slide 74
	Slide 75
	Slide 76
	Slide 77
	Slide 78
	Slide 79
	Slide 80
	Slide 81
	Slide 82: OneLake security - APIs
	Slide 83: OneLake security - APIs
	Slide 84: OneLake security - APIs
	Slide 85
	Slide 86
	Slide 87
	Slide 88
	Slide 89: Announcing: Any Engine can Integrate with OneLake security!
	Slide 90: Integration architecture 
	Slide 91: Next steps
	Slide 92
	Slide 93
	Slide 94
	Slide 95
	Slide 96: OneLake security - now
	Slide 97: OneLake security - now
	Slide 98
	Slide 99
	Slide 100

