
Microsoft Fabric

This presentation is the property of Microsoft and is intended for informational and educational 

purposes only. You may use, copy, and distribute this presentation for your personal, non-

commercial purposes. You may not modify, alter, or create derivative works from this presentation 

without the prior written consent of Microsoft. You may not use this presentation to misrepresent, 

defame, or disparage Microsoft or its products, services, or affiliates. You may not use this 

presentation to endorse or promote any other products, services, or organizations without the 

prior written consent of Microsoft.

By using this presentation, you agree to abide by these terms. If you do not agree, you must not 

use this presentation. Microsoft reserves the right to change these terms and conditions at any 

time without notice. Microsoft disclaims any and all warranties, express or implied, relating to this 

presentation, including but not limited to the accuracy, completeness, timeliness, or suitability of 

the information contained herein. Microsoft is not liable for any damages, losses, or liabilities 

arising from your use of or reliance on this presentation.

Please review the terms of use posted in the content library.



ATLANTA26 JOIN THE
CONVERSATION

#FABCONSQLCON26

ATLANTA MARCH 16 - 20, 2026

#FABCONSQLCON2026



ATLANTA26 JOIN THE
CONVERSATION

#FABCONSQLCON26

Iqbal Khan and Cillian Mitchell

Thursday, March 19th, 2026 
Time: 2:00 – 3:00 PM
Room: C202 – C204

Discover, manage, and protect your data in 
Fabric with the OneLake catalog



Sr. Product Marketing Manager, Microsoft Fabric

Cillian Mitchell

/cillian-mitchell

Sr. Analytics Engineer, Microsoft Fabric

Iqbal Khan

/iqbalkhan9



ATLANTA26 JOIN THE
CONVERSATION

#FABCONSQLCON26

Data professionals

Can use GenAI to create 
data items, write code, and 

even build machine 
learning models 

Analysts and data citizens

Can use GenAI to find the 
right data source, explore 

the data, and build 
visualizations

Business users

Can use GenAI to quickly 
answer their pressing data 

questions and highlight 
important insights

Frontier firms are using AI to unlock truly data-driven 
cultures
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Broad data access and generative AI bring additional risk

1. Stanford’s 2025 AI Index Report
2. Gartner: Gartner Survey Reveals Only 14% of Security Leaders Successfully Balance Data Security and Business Objectives
3. Microsoft Security Rethinking Security from the Inside Out 2024 report

56% 14%63%

Security and data culture 
seem in conflict

Increasing 
AI-based incidents

AI governance 
and risk visibility

of security leaders feel they can 
effectively secure data while 
enabling the use of data to 

achieve business objectives2 

Cybersecurity incidents 
involving AI surged 

by more than 56% in 20241

Of data breaches stem 
from inadvertent, negligent 

or malicious insiders3
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Fostering a 
data-driven culture

Ensuring your 
data is secure 

Achieving both goals can prove challenging
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Fostering a 
data-driven culture

Unify data in a single, discoverable data 
catalog

Empower everyone to use data directly in 
apps like Teams and Excel

Prevent data leakage using the same, 
industry-leading security found in 
Microsoft 365

OneLake catalog
Bring data access to 350 million Microsoft 365 users
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OneLake catalog
Secure your data with Microsoft’s industry-leading protection

Ensuring
your data is secure

Isolate your sensitive data with 
always-on network security

Manage data access at the item, folder, 
row, and column level

Comply with all data residency and 
standards
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The trusted data catalog for organizations worldwide 

100+
Widely used apps—from 

Teams to Excel—have the 
OneLake catalog embedded 

for business users

240k+
Organizations store, manage, 
and govern enterprise data 

in the OneLake catalog

350M+
Data items are managed in the 
OneLake catalog, enabling easy 

end-to-end governance

OneLake Catalog
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The trusted data catalog for 240,000+ organizations worldwide

OneLake catalog

Explore: Unified 
data discovery 
and curation

Govern: Unified 
data governance 

and administration

Secure: Unified 
data security 

and protection

OneLake

Open at every level

Copilot
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One catalog to centrally discover, govern, protect

OneLake catalog

Data discovery 
& curation

Data 
security & 
protection

OneLake

Open at every level

Copilot

Leverage open 
standards with 
Delta/Parquet 

format

Programmatic 
access with 

admin & user 
APIs

1st & 3rd party 
catalog 

integrations

Data 
governance 

& management

Granular support 
for metadata & 

lineage

Built-in governance at scale in the Govern 
tab: Understand your data governance 
with insights and recommended actions

Any data, anywhere in the Explore tab: 
Easily discover, explore, and manage all 
your data in a single, filterable catalog

Zero-trust protection in the Secure tab: 
Manage OneLake security roles and 
permissions in a central hub
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Explore tab in the 
OneLake catalog

Demo
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Demo placeholder

Patrick’s demo



OneLake catalog Explore: discover your entire data estate

Use personalized views and filters, 
like domains and tags, to find the 
right data

Get a full in – context view of each 
item including lineage and 
permissions

Search for data using Copilot in 
Power BI to gain insights faster

Use catalog APIs to access metadata 
through Fabric MCP, CLI or custom 
solutions

New



Curate your data for discoverability and AI readiness

Apply custom tags to items and 
workspaces to improve AI readiness 
and discoverability

Endorse content as certified, promoted, 
or master data to highlight it as a 
trusted source

Prep data for AI with AI data schema, 
verified answers and AI instructions

Use Copilot to generate summaries 
and descriptions for semantic models

New

New
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Discover data right into the tools you 
already use, so you can stay in flow 
without switching context

Teams

Copilot 
Studio

Power 
Platform

SharePoint/ 
OneDrive

Outlook

Foundry IQ

PowerPointExcel

Bring data to business users with 
experiences in 100+ apps, including 
Teams, Excel, and Foundry

Share data securely with OneLake 
security and Purview label 
protections applied even in M365

Bring data access to all of your business users
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Enhanced support for tables & columns

Confidential: Please do not take pictures of this slide

Streamlined browsing reveals 
underlying data schema in-place for 
any data item stored in OneLake

Deeper search allows you to retrieve 
items & tables using names and 
descriptions down to the column level

Enhanced curation allows you to 
enrich tables and columns with 
business descriptions

Roadmap
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The trusted data catalog for 240,000+ organizations worldwide

Unified data 
discovery and 

curation

Unified data 
security and 
protection

OneLake

Open at every level

Copilot

OneLake catalog

Unified data 
governance and 
administration
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Why governance, why monitoring?
As organizations continue to expand their use of Fabric, it is critical to have a governance 
strategy in place to ensure secure and effective use of your data.

Cost optimization – Analyze usage, identify 
idle resources, and organize workloads by 
functional area

Audit and compliance – Maintain activity 
logs for data access and content changes 
to meet regulatory requirements

Safe and secure use of data – Prevent 
unauthorized access and accidental data 
exposure through labels and policies

Efficiency and reusability - Track usage 
patterns and adoption metrics to guide 
platform investment decisions
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Which Microsoft monitoring solution is right for me?

Real Time Hub – Event streaming 
for Fabric workloads | Developer

Workspace Monitoring – 
Diagnostic logging for Fabric 
items | Developer

Admin monitoring – Out of the 
box reports on key governance 
scenarios | Admin

APIs – Flexible, programmatic 
data extraction & automation | 
Admin\Developer

Capacity Metrics App – Capacity 
management and resource 
planning | Tenant\Capacity Admin

OneLake catalog – Actionable 
lens into your data estate | 
Admin\Developer
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Govern tab in the 
OneLake catalog

Demo
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OneLake catalog Govern tab: Turn insights into action 

Centralize governance and visibility 
with a single catalog for your entire 
data estate (or items you own)

Govern and gain insights on your data 
including your current inventory, 
refresh history, item curation, and 
sensitivity labels

Get recommended actions to improve 
your data quality with detailed 
instructions on how to address issues

Chat with your data using Copilot to 
deep dive into your governance 
insights

Access centrally managed governance 
tools, solutions, and links in a single 
place, easily available
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Extending the Govern tab through Admin monitoring

*Data owner report available in My workspace

Govern report + other monitoring 
related reports available in Admin 
monitoring workspace*

Transformed, curated semantic 
models for customization – including 
custom reports, alerts, added 
dimensions, and extended retention

Available to all tenants regardless of 
licensing type or size of organization

Available to tenant admins by 
default, with ability to share content 
with others as applicable
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Enhancements coming soon to OneLake Catalog

In-place actions – v2 of Catalog’s 
recommended actions, with ability to 
act on items directly from the Catalog 
while maintaining context*

Govern report – New page 
highlighting Tags; by creating user, 
coverage by item type, most/least 
used tags, and more

Govern report – New page indicating 
listing all workspaces by “status”, 
emulating view from Admin portal

Coming soon
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Manage your data estate in a flexible, federated data mesh

Define domains, sub-domains 
and workspaces to organize and 
manage a logical data mesh

Implement tenant-wide policies 
through a central portal or 
delegate control to capacities, 
domains, and workspaces

Curate domains with tags and 
default sensitivity labels and audit 
domain activity
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Govern with a centralized framework with policies in Fabric

Coming soon

Create policies to enforce compliance, 
security and regulation requirements 
across your tenant

Define granular, attribute-based 
policies to govern user and system 
actions

Manage policies in a single place with 
the new policies center in the 
OneLake Catalog

Support policies at scale via APIs 
and Git

Confidential: Please do not take pictures of this slide
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Data governance with E2E lineage and flow 
visualization*

Quickly troubleshoot issues and gain 
trust through transparent E2E 
lineage, available both in Fabric’s UI 
and through APIs

Perform Impact analysis to see what’s 
affected and act with confidence

Coming soon: Provide API access to 
Open Lineage formatted events with 
granular runtime lineage for Spark 
and other workloads

Generally available
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The trusted data catalog for 240,000+ organizations worldwide

Unified data 
discovery and 

curation

OneLake

Open at every level

Copilot

OneLake catalog

Unified data 
governance and 
administration

Unified data 
security and 
protection
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Secure tab in the 
OneLake catalog

Demo
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Secure OneLake in OneLake catalog
Secure your data estate with centralized access and permissions

View who has access to Fabric data items 
across domains and workspaces all in 
one place

Filter and review sensitive access by user 
type, workspace role, or item scope to 
streamline audits and reviews

Manage fine-grained data permissions, 
including row-level and column-level 
security, through OneLake security

Take an action from a single location to 
grant or revoke access across Fabric

Public preview
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The trusted data catalog for 240,000+ organizations worldwide

Unified data 
discovery and 

curation

OneLake

Copilot

OneLake catalog

Unified data 
governance and 
administration

Unified data 
security and 
protection

Open at every level
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Open standards and programmatic access
Generally available

Leverage open Delta/Parquet format 
with data access (through DFS 
endpoints compatible with any ADLS 
application)

Standardizing access to table schema 
information with open, standard-
compliant Iceberg REST Catalog (IRC) 
API endpoint

Catalog APIs and Fabric CLI to search 
and browse the catalog items across 
the tenant

New
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Integrate catalog metadata with 1st & 3rd party 
governance tools

Supports 1st and 3rd party enterprise 
catalog tool integration, including 
Microsoft Purview, Informatica, 
Collibra, Atlan, Alation and more

Scan metadata and lineage, including 
sensitivity labels, data sources, tags, 
etc., with the Tenant admin 
Scanner APIs

Robust enterprise capabilities like 
authentication with service principal 
and incremental scans

OneLake 
catalog 

Microsoft Purview

In-house governance
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OneLake catalog 
& Fabric MCP

Demo
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OneLake catalog + Fabric Model Context Protocol (MCP)

Integration with Fabric MCP and 
Fabric Command Line Interface 
(CLI) to automate data project 
workflows

Query the catalog to search and 
discover items through public 
APIs to extend beyond UI

Seamless integration into familiar 
tools such as GitHub Copilot and 
Visual Studio Code
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Microsoft Purview 
integration
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Gain full visibility and control with industry-leading features

Governance and security features built into Microsoft Fabric

Expose 
Fabric 

metadata 
to 1P/3P

Estate-
wide 

secure 
Fabric 

data with 
Purview

Microsoft Purview for estate-wide 
governance and protection

Comprehensive data security
Data Loss Prevention
Information Protection
Insider Risk Management

Federated data governance
Data Discovery
Catalog Management 
Health Management (DQ)

Risk & compliance posture
Purview Audit

Fabric natively integrated with Microsoft Purview

Manage your 
data estate

Secure, protect, 
and comply

Purview labeling** 

Purview DLP policies** 

Purview Insider Risk 
Management

Purview DSPM for AI **

Informatica

Alation

Collibra

Atlan

Power 
Platform, 
IoT, PBI …

MS Apps

M365, D365

Azure

Postgres

ADF

Cosmos 
DB

AML

SQL

…

AWS

GCP

SAP

Teradata

…

3rd Party

Integrated 
1P/3P value

Encourage data 
discovery, trust, and use

Admin portal OneLake catalog 
(Secure tab)

OneLake catalog 
(Explore tab)

Metadata scanning

OneLake security

Endorsement & tags

Capacity management

Conditional access

Data lineage & impact 
analysis

Domains

Fabric inbound and 
outbound security

External data sharing

Workspaces

Compute, workspace, 
and item security

Metadata curation

Lifecycle management

Data encryption 

Discover & Reuse

Monitor, uncover 
insights, and act

OneLake catalog 
(Govern tab)

Workspace monitoring

Capacity metrics

Admin monitoring

Monitoring hubTenant and workspace 
settings

Access data directly 
from Microsoft 365

**Additional Microsoft Purview purchase required

Certificates & standards

Data residency

OneLake diagnostics

Purview Audit**
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Protect data consistently across your estate with Microsoft Purview

Protect Fabric data using the same sensitivity 
labels used in Microsoft 365—enforced even 

when the data is exported

Automatically detect the upload of sensitive data 
and trigger automatic actions

Purview Information Protection labels
Purview Data Loss Prevention policies

Generally available

Public preview

General availability

Access restriction to KQL, SQL, Cosmos 
DBs, and warehouses

Support for data warehouses
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Purview Information 
Protection Labeling

Demo



Data protection demos

 MIP E2E with protection 

policies

 DLP + RA for new workload.



ATLANTA26 JOIN THE
CONVERSATION

#FABCONSQLCON26

Purview Data Loss 
Prevention

Demo
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Estate-wide security for the era of AI

In PurviewNative in Fabric

Purview Information 
Protection labels

Classify Fabric data using the 
same sensitivity labels used in 
Microsoft 365—enforced even 

on export

Generally available

Purview Data Loss 
Prevention policies

Automatically detect the 
upload of sensitive data and 

trigger automatic actions

Generally available

Purview Insider 
Risk Management

Ingest audit logs from Fabric 
and millions of other signals to 

identify malicious or 
inadvertent risk

Generally available

Purview Data Security 
Posture Management  

Discover risks of data leaks for 
Copilot in Fabric, Copilot in 
Power BI, and Fabric data 

agents usage 

Generally available
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Purview IRM and 
DSPM

Demo
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Purview administrator demo
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Purview governance support for Fabric assets

Fabric items are scanned into Purview’s 
Unified Catalog, surfacing rich metadata 
and end-to-end lineage in one 
searchable view

Data stewards bundle trusted Fabric assets 
into data products; consumers discover 
them in the catalog, see context, and 
trigger access requests

To track Estate Health, Purview DQ rules 
evaluate Fabric Lakehouse tables, deliver 
health scores, and drive targeted fixes



Microsoft Purview

Microsoft Purview Data Security protections in the Age of AI

Benni De Jagere & Darren Portillo

Thursday, 04:15 PM – 05:15 PM

Room: B406b-B407
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Network security in 
Fabric



Tenant and workspace-level security in Fabric

Microsoft Entra Azure Private Link Data encryption

Tenant-level security

Workspace-level security

Azure 
Private Link

Outbound access 
protection

Customer managed 
keys in OneLake

Outbound trusted 
workspace access

Workspace-level 
IP firewall rules

Generally available Generally available Generally available Generally available Now generally available!



Tenant and workspace-level security in Fabric

Microsoft Entra Azure Private Link Data encryption

Tenant-level security

Workspace-level security

Azure 
Private Link

Outbound access 
protection

Customer managed 
keys in OneLake

Outbound trusted 
workspace access

Workspace-level 
IP firewall rules

Generally available Generally available Generally available Generally available Now generally available!



Microsoft Fabric 

Microsoft Fabric Security: Best Practices for Network, Data and 
Governance

Vengatesh Parasuraman, Amanjeet Singh

Thursday, 04:15 PM – 05:15 PM

Room: C111-C112



Learn more about the OneLake catalog

Read the comprehensive 
blog on the OneLake 

catalog

Read the OneLake catalog 
documentation

Learn more about 
Microsoft Purview 

aka.ms/OLC-Blog aka.ms/OLC-Docs aka.ms/Purview

https://aka.ms/OLC-Blog
https://aka.ms/OLC-Blog
https://aka.ms/OLC-Blog
https://aka.ms/OLC-Docs
https://aka.ms/OLC-Docs
https://aka.ms/OLC-Docs
https://aka.ms/Purview
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How was 
the session? 

Complete Session Surveys in 
 for your chance to WIN 

PRIZES!
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Appendix
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OneLake security for 
eventhouses
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