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Data Security in Fabric
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Foundations of Data Security in Modern Data Platforms
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Foundations of Data Security in Fabric

 Incorporating Entra Security Groups
» Workspace Security

* SQL Security

* OnelLake Security*

» Sharing
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Onelake Security

Security Options

eSharing
*SQL Security

Onelake Security

(& 4

*mplements RBAC Security on OnelLake Data
*Includes both Row Level security and Object level security
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Entra Groups for Users Access

i Entra Security Groups need to be the basis for everything _
i Fabric designed to provide access through sharing _
i Do not need to give access to the workspace _
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Workspace Security

‘ Most users have access everything

‘ Only view permissions apply security

‘ Best plan is to not add people to workspaces

‘ How do you give people access to the data and not the workspace
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Grant people access

|k_Destschema

[ J
S h a rl n g D ata People you share this Lakehouse with can

open it and its SQL endpoint and read the
default dataset. To allow them to read directly
Fabric Q search in the Lakehouse, grant additional

¢ BeSt managed |n the Onel—a ke CatalOg Onelake catalog  pomain: Al domains

permissions.

@ Rene Garcia

Explore Govern Secure

* Best Practice is granted to the objects |
I"ﬁp;ilo.t FabricWorkday by = Type: Data items (16) ~
themselves, nOt Workspace Additional permissions

OneLake 0 Name Explore tF Read all SQL endpoint data (i)
catalog -

[k_Security Analyze ir

* Provide limited rights e S

sm_DestSchema

all Apache Spark and subscribe to

$ ) Auto-crea T T RPN T - e oy g e
uromeree Build reports on the default semantic
Real-Time lk_Destschema
Create pa model

[
od > DataflowsStagingLakehouse i i, :
' | | Execute Apache Spark jobs on lakehouse

Workloads

Delete

lk_OnelLakeSecurity Rename

~ Notification Options
Open sen

lk_demo

Settings MNotify recipients by email
sm_demo

Refresh hi

dw_Bronze Manage g Add a

DataflowsStagingWarehouse View worl

View item
Semanticlk_demo

Write DA}

dw_Bronze g ~ S - .
) Version hi 2 . onal |f_l_l_:'fr'III:-:-I'._-r"|_-

W : ‘ different
StagingWarehouseForDataflon genperate

StagingLakehouseForDataflow, Refresh ne

Share
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SQL Security

* Same as used in SQL Server for years

* Create using SQL Statements

* Create roles, permissions and assign them to groups
* There is no Impersonate, which makes testing difficult

* [tis called SQL Security, not Power Bl security, so it will not grant access to create semantic model

e If there is a semantic model based on data

CREATE ROLE Limitdata

Grant Select to Limitdata
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Configuration of SQL Security

* Create arole
e Grant SELECT ton the role

* DENY SELECT on columns and tables

* Create a function for Row Level security
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Use Onelake Catalog to
share the semantic model s @~ O x

Home Insert Modeling View Optimize Help External tools

E:ﬁ E?] E @ Transform data + djl New visual [-[_I’il

. . ,EE ©.-® Text box T o

* Workspace users with Admin or nn 15 More vt < Publs Coplt
M e m b e r a C C e S S h ave t h e Clipboard Data Queries Insert Calculations Sensitivity Share Copilot

A

nall Visualizations » Data

permission to share

gg <] Build visual Q. Searct
= - —
® Th ey Can Share the Semantlc - t E ‘HH g lﬂ]ﬂ E ‘Hﬂ You haven't loaded any
data yet. Get data
model to users who do not have - Eﬁé%%% e
access to the workspace Q¥ A

BE&EER
Py =B [1{) @
e The user can access the semantic W 2 73 5 = IR
model from within the Power Bl
Desktop, but they won’t be able to Values

S e e th e d ata Add data fields here

Drill through

Cross-report ® Off

|;| D Page 1 n Keen all filters (@)

Connected live to the Power Bl semantic model: sm_DestSchema in FabricWorkday

&
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Demonstration

SQL Security
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v ™ Fabric X -+

& C () (O httpsy//app.fabricmicrosoft.com/groups/e644a141-91e5-4708-b713-93a112e85b33/list?experience=fabric-developer 2 AV - 5| ¢ wm .. &) Chat

Fabric @ & Ik_SqlSecurity Y @ Ik SqlSecurity Q Search :r;a: activated: (@) @
L ays left
@ i o5 £ « Q0
wme g FabricWorkday © & £7 Development B & &3
Fabric workday demos
= -+ New item Ca New folder —| Import v 4 Migrate Q} B Q Filter by keyword = Filter (2) v = o
Workspaces
% — %
Copilot Y FabricWorkday > = Filtered results
@ =0 Clearall  Type: ) Lakehouse X = | Semantic model X
Onelake
catalog
@ & Name Status Location Git status Type
Nenitor L (] lk_OnelakeSecurity FabricWorkday — SQL anc
e (2 lk_Security FabricWorkday © Uncommitted Lakehot
day
* lk_SqlSecurity FabricWorkday © Uncommitted Lakehot
L L) lk_SqlSecurity FabricWorkday — SQL anz
B2 Semanticlk_demo FabricWorkday © Synced Semanti
&

Fabric Q & dev () Lastsynced: 2/9/2026 at 8:52 PM  b46d6419




Onelake security
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Onelake Security access control

e OnelLake data access controls

a Fabric workspace permissions
. Item Permissions S

» Workspace permissions @ roic tem permisins

« Compute or granular
permissions

Lakehouse Warehouse Semantic model

Granular engine Granular engine Granular engine
permissions permissions permissions

(-

Onelake
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Onelake Security - Preview

* Everything uses Entra e

* Method for securing all of the data inside of o € 2 & 4, ‘)
Onelake reay | Eoveang | scene | washuse: | il | Powed

* Data is secured no matter how it is accessed Unified Security and Governance

* Granular role-based security

* Enforces security on the data layer

* Shortcut Security

* Only applies to users with view permissions or L R G |
k| 9 @ g §me@

where the data item is shared L j ; : |
:  Azure i Amazon : Dataverse : Google | Amazon S3 'On-Premises
i i : - Compatible :  sources

* Manage in OnelLake Catalog SR S S ;
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Onelake security roles

e Data

e Permission
e Members

e Constraints
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Roles in Onelake security

* Create the security on a lakehouse or a warehouse
* Delete the default role and add a new one

* Grant object and Row based security

* Select table then the Row and or Column

All Lakehouse roles > RestrictCityLiquor

RestrictCityLiquor

Permissions

Read

@€ Datainrole 2 Membersin role

/’ Edit data
Data Data access
Tables
v & dbo Schema

[l HawkeyeLiquor Table

Ea Row security (Preview)

I& Column security (Preview)
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SQL Security Option Required

* Must select the SQL Security Option for SQL @ lkdemo
Ende“’]tS =) sQL analytics endpoint

Data access mode (preview
About (P )

Manage data access mode
Endorsement

_J) Use Onelake security for tables (User's identity access mode)

® T h i S Wi ll re m Ove a ny Ot h e r S e C u r i ty O n t h e O bj e CtS Tags | Manage table permissions in Onelake security, which applies across Fabric. Manage all other object permissions using

. SQL security, which applies only to the SQL analytics endpoint. The user's identity will be used to access data. Permission
SQL endpoint control for each object type is shown in the following table.

Copilot Use SQL security for all objects (Delegated identity access mode)

I Data access mode Manage all object permissions in SQL security. A delegated identity (usually the item owner's identity) will be used to
(preview) access data. Permission control for each object type is shown in the following table.

* User’s identity provides data access

Object type Set permissions with

fH Table SQL security

& View SQL security

Stored Procedure SQL security

fx Function SQL security

Delegated identity =~ & Ginger Grant

A delegated identity is being used to access data. To change the delegated identity, use the API. Learn more
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ON = ATLANTA26 | JOINTHE #FABCONSQLCON26

CONVERSATION



Fabric @ @ Ik_OnelakeSecurity lk_OnelakeSecurity X

User’s Identity Home  Security Help

3 Onelake access mode  User's identity v (2 Manage SQL security

User's identity
* Onelake security requires a change to to Explorer =y | " Use the signed i user's identity to

. access Onelake
the security model + Warehouses

Copilot

Delegated identity

8 lk_OneLakeSecurity E;:::S:“g::f’aukf owner's identity
* From within the Lakehouse SQL Endpoint D =
for OnelLake Security you need to select - Fa Onelake access mode settings
User’s Identity ® > &5 dbo
onter > & INFORMATION...
* The Default is Delegated Identity F% > & queryinsights

> &h Sys
o
Workloads > @ Security

? Queries

FabricWork

day > B3 My queries

> B3 Shared queries
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# |k_OnelakeSecurity - Fabric X 4

(R

Home

I

Workspaces

oy

Copilot

©

Onelske
catalog

®

Monitor

&

Real-Time

N,
oD
Workloads

4

FabricWork
day

Fabric

O (v  © https://app.fabric.microsoft.com/groups/e644a141-91e5-4708-b713-93a112e85b33/lakehouses/a7f0bcae-b72c-494e-b1f3-deba1fa689b6?experience=fabric-develo...

Fabric O [ Ik OnelakeSecurity X [BY% Q Search
Home
'S £33 Pﬁ Get data v ) Open notebook v Sb Add to data agent v

0 A SQL analytics endpoint for SQL querying is being created with this item.
Explorer «

customer

Add lakehouses Q
Table view v

v |®& |k OnelakeSecurity

v B3 Tables B 123 CustomerkKey 123 WWiICusto... a8c Customer
v & dbo 1 0 0 Unknown
y Eﬁ iR 2 6 6 Tailspin Toys (Jes...
3 17 17 Tailspin Toys (Eas...
> B4 hawkeyeliquor 4 99 99 Tailspin Toys (Gu...
> @ sale 5 285 484 Wingtip Toys (M...
> £ Files 6 332 531 Wingtip Toys (O...
7 362 561 Wingtip Toys (M...
8 378 577 Wingtip Toys (C...
9 383 582 Wingtip Toys (M...
10 202 401 Wingtip Toys (H...
11 203 402 Wingtip Toys (BI...
12 204 403 Wingtip Toys (Q...
13 205 404 Wingtip Toys (Pe...
14 206 405 Wingtip Toys (Bo...
15 207 406 Wingtip Toys (Tu...
16 208 407 Wingtip Toys (M...
17 209 408 Wingtip Toys (Ro...

ABc BjllToCusto...

N/A

Tailspin Toys (He...
Tailspin Toys (He...
Tailspin Toys (He...

Wingtip Toys (H...
Wingtip Toys (H...
Wingtip Toys (H...
Wingtip Toys (H...
Wingtip Toys (H...
Wingtip Toys (H...
Wingtip Toys (H...
Wingtip Toys (H...
Wingtip Toys (H...
Wingtip Toys (H...
Wingtip Toys (H...
Wingtip Toys (H...
Wingtip Toys (H...

o Manage materialized lake views (preview)

ABC (Category

N/A

Novelty Shop
Novelty Shop
Novelty Shop
Novelty Shop
Novelty Shop
Novelty Shop
Novelty Shop
Novelty Shop
Novelty Shop
Novelty Shop
Novelty Shop
Novelty Shop
Novelty Shop
Novelty Shop
Novelty Shop
Novelty Shop

ABC BuyingGroup

N/A

Tailspin Toys
Tailspin Toys
Tailspin Toys
Wingtip Toys
Wingtip Toys
Wingtip Toys
Wingtip Toys
Wingtip Toys
Wingtip Toys
Wingtip Toys
Wingtip Toys
Wingtip Toys
Wingtip Toys
Wingtip Toys
Wingtip Toys
Wingtip Toys

Trials activated:
17 days left ':]

ABC PrimaryCon...

N/A

Biswajeet Thakur
Adam Kubat
Victoria Ene

Am Lo

Javier Caraballo
Nguyet Bach
Taner YA+Imaz
Pavel Bohuslav
Olga Alexandrova
Maris Baltins
Parsa Reuser
Duleep Srivastava
Miran Nikolic
Calin Bojin

Lang Le

Bhaagyalakshmi ...

ABC PostalCode

N/A

90298
90416
90779
90243
90228
90078
90779
90683
90625
90477
90588
90195
90582
90011
90387
90500

< EEEE———————h—h—————————h——————————————h—€—€—€—€—€€hb§hhShhh——m—m—a—§—m—m—mhh§ammmmm—m—m—mmm——m—m—m—m—€msm—m—§—§sm_———m—m§—m€—§—m—§—m€—€—€—€—€—_—_———m———§—§—§———_—_—————_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—————————_—————————

@ Succeeded (3 sec 423 ms)

3
® s U

& Lakehouse v & Share

Ce Manage Onelake security (preview) 8 Update all variables

{\5

L Chat

» @

Showing 402 rows

ABC (CreditLimit

2 5,000.000000

? 3,320.000000

2 50.000000

? 52,540.000000
2 25,120.000000
? 500,000.000000
? 20,000.000000
7 5,000.000000

2 100,000.000000
? 100,000.000000
2 100,000.000000
2 100,000.000000
2 100,000.000000
? 100,000.000000
? 100,000.000000
7 100,000.000000

ABC \/

00:0( ~
00:0(
00:0(
00:0(
00:0(
00:0(
00:0(
00:0(
00:0(
00:0(
00:0(
00:0(
00:0t
00:0(
00:0(
00:0(
00:0( «

Columns 12 Rows 402




Security Best Practices

* Do not grant people workspace access to get access to data, use share for that
* Security policies are designed for share access, not workspace access
* Use Onelake catalog to manage and review access
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Intentional Security by Design
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Semantic Modeling in Fabric

* If you create a Direct Lake connection to a Lakehouse, you do not have to refresh it, you get the data
when the lakehouse is updated

* Currently, even if you create a Direct Lake model you cannot inherit the security if users are outside
the workspace

* If you import the data, you will need to create the row level security or column level security inside
the model
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Summary

* If you want to restrict access to data accessed via a SQL Endpoint, use SQL based security

* If you need Row Level security inside a semantic model, you will need to create that as there

presently isn’t any inheritance

* OnelLake Security is not ready for production
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Sound off.
The mic is all yours.

Influence the product roadmap.

Join the Fabric User Panel P‘

& -

Share your feedback directly with our

Fabric product group and researchers.

https://aka.ms/JoinFabricUserPanel

-
Join the SQL User Panel ™% 4

Influence our SQL roadmap and ensure
It meets your real-life needs

https://aka.ms/JoinSQLUserPanel
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How was
the session?

FABCON & SQLCON - The Microso ft

Fabric & SQL Community Conferences
Mar 16 — 20, 2026

5@ rpnCl
wrn*"”*

Additional Resources

Leaderboard

Complete Session Surveys In

(Ju&oua, for your chance to WIN

PRIZES!
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Get Two Fabric
Certifications for FREE

Attendees of FABCON can take the Fabric Analytics Engineer or Fabric
Data Engineer exam for free. Be part of the 2 fastest growing role-based
certifications in Microsoft history.

Microsoft Certified
Associate

* %

Request your voucher by March 23, 2026.

https://aka.ms/fabcon/cert100
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Questions?

@desertislesql www.linkedin.com/in/ginger-grant/ sessionize.com/ginger-grant/

JONTHE 4 EABCONSQLCON26

CONVERSATION

ON \& ATLANTA26




	Default Section
	Slide 1
	Slide 2: Principal Consultant, Desert Isle Group International Speaker Independent Data Consultant Trainer, certification, custom, online Author,  Power BI since Excel and Fabric before release
	Slide 3: Data Security in Fabric

	SQL Security
	Slide 4: Foundations of Data Security in Modern Data Platforms
	Slide 5: Foundations of Data Security in Fabric
	Slide 6: OneLake Security
	Slide 7: Entra Groups for Users Access
	Slide 8: Workspace Security
	Slide 9: Sharing Data
	Slide 10: SQL Security
	Slide 11: Configuration of SQL Security
	Slide 12: Use OneLake Catalog to share the semantic model
	Slide 13: Demonstration   SQL Security
	Slide 14

	OneLake Security
	Slide 15: OneLake security
	Slide 16: OneLake Security access control
	Slide 17: OneLake Security - Preview
	Slide 18: OneLake security roles 
	Slide 19: Roles in OneLake security
	Slide 20: SQL Security Option Required
	Slide 21: User’s Identity
	Slide 22
	Slide 23: Security Best Practices 
	Slide 24: Intentional Security by Design
	Slide 25: Semantic  Modeling in Fabric
	Slide 26: Summary
	Slide 27
	Slide 28
	Slide 29
	Slide 30: Questions?


